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Ayrentudukanus

bezonacuocTs nHpopManuu

l'ocynapcrBenHas
nHpOpMAIMOHHAS CUCTEMA

Hoctyn k uHGopmanuu
HocTynmHoCTh

3amurta uHGOpMaII
OT HECAaHKLMOHUPOBAHHOTO
JocTyna

Samuiraemas HHGOPMAIIHS

Nnentnduxarnms

Nndopmannonnas cucrema

NudopmanrionHsie pecypcsl

Nudopmanrionusie
TEXHOJIOTUU

Nudopmanus

KoHnTponupyemas 30Ha

KoudunenmnmansHOCT

O6paboTka nepcoHaIbHBIX
JTaHHBIX

TEPMUWHBI U ONPEJIEJEHUA

JelictBUsi 1O TpOBEpKEe NOMJIMHHOCTH CyOBEKTa JOCTyma
B MH(POPMALIMOHHOH cUCTEME

CocrosiHMe  3aUIMIIEHHOCTH HHMOpPMAIMU, TPU KOTOPOM
obOecrieyeHbl €€  KOH(UIACHIMAIBHOCTH,  JIOCTYIIHOCTb
U IIETIOCTHOCTb

WNudopmanmonnas cucrema, co3iaBaeMasi B IeJsX pean3aluu
MOJTHOMOYU I rOCyJapCTBEHHBIX OpraHoB
u oOecrieueHns oOMeHa uHpOpMaNUEl MEXIy JITHMHU
OpraHamu, a TaKke€ B HMHBIX YCTAaHOBJICHHBIX (eaepalTbHbBIMH
3aKOHaMHU IIEJIsIX

Bo3MoskHOCTB TIOTydeHUs] HH)OPMAIIMK U €€ HCIIONb30BaHMS
Cocrosinue uHMOpMAIUU, XapaKTEPU3yeMOe CIOCOOHOCTHIO
TEXHUYECKUX CPEACTB W HH(MOPMAIMOHHBIX TEXHOJIOTUH
obecrieunBaTh OECHPENATCTBEHHBIM J0CTYn K HH(pOpMauu
CyOBEKTOB, HIMEIOIINX HA 3TO TIOJTHOMOYHS

3ammra wHQOpMAIMK, HANpaBlIeHHAs HA TPEIOTBpAIICHHUE
MOJTydeHHUsT 3allliIaeMoil MH(OpMAIMH 3aWHTEPECOBAHHBIMHU
CyObeKTaMU C HapyIICHHEM YCTaHOBJICHHBIX HOPMAaTHBHBIMHU
U TPaBOBBIMH JOKYMEHTaMH (aKkTaMHu) WM 00JagaTensiMu
nHGOpMAIIMKA TIpaB WM TPAaBHI pPa3TpaHUYCHUS IOCTYyIa
K 3aluniaeMoi nHpopMaImu

Nudopmanusi, sABIAOMIAsICS TPEIMETOM  COOCTBEHHOCTH
U TIOJUIeKaliasl 3alluTe B COOTBETCTBUU C TpeOOBaHUSMU
MPABOBBIX JIOKYMEHTOB W TpeOOBaHUSAMU,
yCTaHABJIMBAEMBIMHU COOCTBEHHUKOM WH(POPMAIIHH
[IpucBoenue cyObekTaM U 00bEKTaM JOCTyIa WASHTU(UKATOPA
U (ATM) CpaBHEHHME TPEABABIIEMOTO0  HIASHTHU(UKATOpa
C TIepeYHEeM MPUCBOCHHBIX UICHTH(PUKATOPOB

CoBOKYIHOCTh cojieprKalieiicss B 0azax JaHHBIX HHPOpMaIUU
u obecrieunBarOMX ee  00paboTKy  HMH(OPMAIMOHHBIX
TEXHOJIOTUI U TEXHUYECKUX CPEJICTB

OTtaenbHBIE TOKYMEHTHI U OTAEIbHBIE MAacCHUBBI JOKYMEHTOB,
JOKYMEHTBl M  MAacCHUBBI  JOKYMEHTOB,  COJEpKal[uecs
B MHOPMAIIMOHHBIX ~ cUcTeMax (OMOJMOTeKaX, apXuBax,
donnax, 6aHKax TaHHBIX, UH(POPMALIMOHHBIX CUCTEMAaX IPYTUX
BHJIOB)

[Ipouecchl, mMeTonpl moucka, cOopa, XpaHeHUs, 00pabOTKH,
MPEIOCTABIICHUS, PACIPOCTPaHEHHUsI MH(OPMALIUU U CHOCOObI
OCYIIIECTBIICHUS TAKUX MPOLIECCOB M METO/I0B

Cenenus (coobmenus, JTAaHHBIE) HE3aBUCHUMO
oT (popMBI UX TIPEICTABICHUS

[IpoctpancTBo  (TeppuTopus, 34aHUE, YacTh  3JaHHUS),
B KOTOPOM HCKJIIOUEHO HEKOHTPOJIHMpYeMoe NpeObIBaHUE JIUL,
HE HMEIOIIMX T[IOCTOSHHOTO WMJM  pa3oBOr0  JIOIMYCKa,
U TIOCTOPOHHMX TPAHCIIOPTHBIX CPEJICTB

OO0s13aTeNbHOE IS BBITIOJIHEHUS JTUIOM, MOJYYUBIIAM JOCTYII
K OIpeneleHHol wuHpopMmanuu, TpeboBaHHE HE IepeaBaTh
Takylo uH(popMmanmi TpeThUM JHIaM 0e3  coryacus
ee obnaaarens

JeiicTBus (omepaiuu) ¢ MEePCOHAIBHBIMHU JTaHHBIMU, BKITIOYAs
cOop, cHucTeMaTHU3aluio, HAKOIUIEHHE, XpaHEHUE, YTOUYHEHHE



Onepatop

[TepconanbHbIE TaHHBIE

Yrpo3a 6e3omacHoCTH
uHpOpMAIUH

VYa93BUMOCTD

IlenocTtHOCTH

(oOHOBJIEHUE, U3MEHEHHE), HCIIOJIB30BaHHUE, PACTIPOCTPAHEHUE
(BTOM 4umcie mepenady), o0Oe3NTMUMBAaHUE, OJOKHPOBAHUE,
YHUYTOKCHUC IICPCOHAJIBHBIX JaHHBIX

TpaXJaHUH WJIM  IOPUAMYECKOE JIMIO, OCYIIECTBIISIONINE
JEeATENbHOCTh 0 SKCIUTyaTallui WH(GOPMAIMOHHON CHCTEMBI,
B TOM 4HCIE MO0 00paboTke HWHGOpMAIUH, COJepKameics
B e 0a3ax JaHHBIX

JIrobast mHpOpMAIUs, OTHOCSIIASACS K TPSIMO WJIH KOCBCHHO
OTIPE/ICTICHHOMY WJIH OTIpeACIsieMOMY (PH3UUECKOMY JIUITY

CoBOKyNHOCT, ~ yclOBUH U (pakTOpOB,  CO3JAIOLIUX
HNOTEHLHUAIbHYIO WIH peanbHO CYLIECTBYIOLLYIO
OIIACHOCT, CBSI3aHHYIO C YTEUKOH uH(popManuu

W/WIM HECAaHKLIIMOHUPOBAHHBIMU W/WJIM  HENpeHaMEepEHHbIMU
BO3JICUCTBUSIMU Ha Hee

Henocratox (cmaboctp) MIPOrPaMMHOTO
(IporpaMMHO-TEXHUYECKOTO0) CPEACTBA UM MH(POPMAITMOHHOMN
CUCTEMBI B I1I€JIOM, KOTOpbIM (KOTOpas) MOXKET ObITh
UCIOJb30BaHAa  JUId  pealM3aluud  yrpo3  0e30MacHOCTH
nHpopmanuu

YcroitunBocTh MH(pOpMANMM K  HECAaHKIMOHHUPOBAHHOMY
WM CITy4ailHOMY BO3JIEHCTBHUIO Ha Hee B Ipoliecce 00paboTKu
TEXHUYECKUMHU CPEJICTBAMHU, PE3YJIbTaTOM KOTOPOTO MOXKET
OBITH YHUUTOXKEHUE U UCKAKEHNE HHPOPMAIUH



T'OCTP
TlonmuTtnka

I'BJIOY

dCB Poccun
DOCTOK Poccum

OBO3HAYEHUSA U COKPAILIEHUA

l'ocynapcrBennsblii cranaapt Poccuiickont @enepanuu

[Momutuka wHPOPMAMOHHOKH Oe30macHOCTH [ ocynapcTBEHHOTO
OIO/PKETHOTO  JIOIIKOJBHOTO  00pa30BaTENbHOIO  YUPEKICHUS
nerckuii cag Ne71 komOunHmpoBanHoro Buaa Ilpumopckoro paiiona
Cankr-IlerepOypra

locynapcTBeHHOE  OIO/KETHOE  JIOIIKOJIBHOE — 00pa3oBaTeNbHOE
yupexxaeHue gerckuit  cax  Ne71  kOMOMHHpPOBAHHOTO  BMJA
[Ipumopckoro paitona Cankr-IlerepOypra

®denepanpHas cinyx0a 6e3onacHoctu Poccuiickoit deneparum
DenepanbHas CIIy)k0a M0 TEXHUIECKOMY U SKCITOPTHOMY KOHTPOJTIO



1 OBIIME NOJOXEHUSA

Hacrosmas [lonutuka sBisercs JOKYMEHTOM, ONPEEIISIONIMM HallpaBJICHUs €S TEIbHOCTH
B oOmactu oOecrieueHuss WHGPOPMAIMOHHON  OE30MAaCHOCTH W TPEICTABISIET  COOOM
CHCTEMaTH3MPOBAHHOE M3JIOKEHUE IIeJIel U 3a/1a4 HHPOPMALMOHHON 06€30TaCHOCTH, KaK OJJHO WU
HECKOJIBKO IMpaBWJl, IPOLEAYp, NPAKTUYECKUX MPUEMOB U PYKOBOASIIUX MPHUHIMIIOB, KOTOPHIMU
pykoBojctByercss I'B/IOY, a Takke OpraHuM3alMOHHBIX, TEXHOJOTMYECKMX M IPOLEAYPHBIX
aCTICKTOB o0ecTieueHuss MHPOPMAITMOHHON 0E30ITacCHOCTH.

[lonoxenust  Hacrosimedt  [lonmuTuku  HE  pacmpocTpaHsAOTCS Ha  oOecrieueHue
MHGOPMAIIMOHHOM 0€30MMaCHOCTH CBEJICHNUH, COCTABISIONINX FOCYIApPCTBEHHYIO TalHY.

OcHoBHOM 3amauedt B oOmactu wuHpopMannoHHoi Oe3zonacHoct ['BJIOY mnpusnaer
COBEPIICHCTBOBAHWE MEp U CpEeACTB 0OecredeHHsl 3aliuThl HMHGOpPMaUuKU HHPOPMAIMOHHBIX
pecypcoB I'BJIOY B koHTekcTe pa3BUTHsI 3aKOHOHAaTenbcTBa Poccuiickoit dexepanuu U HOPM
perynupoBaHusi UH(POPMAIMOHHON JAESTEIbHOCTH B TEKYHIIMX YCJIOBUSX (DYHKIIMOHUPOBAHMS
MH(OPMALMOHHOTO TOJIS.

[Ipu pazpabotke [IoIMTUKN yYUTHIBAINCH OCHOBHBIE IPUHLMUIIBI CO3AAHUS CUCTEM 3aLUThHI
nHpoOpMallMY,  XapaKTEepUCTUKA M BO3MOXKHOCTH  OPraHU3alMOHHO-TEXHHYECKHX  Mep
Y COBPEMEHHBIX MPOTPAMMHBIX U allllapaTHO-MPOrPaMMHBIX CPEJCTB 3aIUTH HHPOPMAITIH.

B pamkax cBoeii nestensHoctd I'BJIOY 06s3yercst npeanpuHUMAaTh BCE BO3ZMOYKHBIE MEPBI
JUIS 3alllMThI HH(OpPMAaLMK OT yrpo3 6e30MacHOCTH HH(GOpMaLUK.

TpeGoBarusi HWHPOPMAIMOHHON OE30MACHOCTH, COOTBETCTBYIOT IIEISM JIEATEIbHOCTH
I'BAOY u npemHazHaveHBI sl CHUKEHUS PUCKOB, CBS3aHHBIX C peau3alreil yrpo3 0€30MmacHOCTH
uH(popMaIUH.

[TomuTuka noctynHa Bcem padotHukam ['BJIOY u BceM mop30BaTesnisiM ero pecypcos.

2 1EJH U 3AJTAYU OBECIIEUEHUSI TH®OPMAIIMOHHOM BE3OITACHOCTHU

Cy0bekTbl HHGOPMANUOHHBII OTHOLIEHU M

CyObexramu nipu obecrieueHnn nHpopmarmonHoit 6ezomacuoctu B 'BJIOY sBisroTcst:

PabOTHUKHU CTPYKTYPHBIX MOApa3AeiieHUuH (B TOM YHCIIC YBOJICHHBIC);

rpaxzaane, paboTarolue Mo T0roBOpaM IrpakIaHCKO-IIPAaBOBOTO XapaKTepa;

¢busznueckue nuIa, MPEICTABUTENIM KOHTPAreHTOB B paMKaX MHCIOJIHEHUS JIOTOBOPHBIX
00513aTEIBCTB;

¢dbuzmveckue nuia, nojaasmue oopamienue B aapec ['bJI0OY;

IOpUAMYECKUE JIUIA, B PaMKaxX HCIIOJHEHUS JOTOBOPHBIX 00S3aTENIbCTB UM BO MCIOJIHEHUU
TpeOOBaHUI CO CTOPOHBI 3aKOHOAaTENbCTBA Poccuiickoit denepanuu;

Oprasbl TOCYJJapCTBEHHO BJIACTH.

O0beKxThl HHPOPMALMOHHBIX OTHOLIEHHU I

O6bexkTamMu HHOOPMALIMOHHBIX OTHOIIICHUH SBIISIFOTCS:

unpopmannonusie pecypcsl I'5/10Y;

rocylapcTBeHHble ~ HMH(pOpMalMOHHBIE  cucTeMbl  OmepaTopoM  KOTOPBIX  SBISIETCS
I'BAOY;

nporeccel  00paboTkn  MHQopmarmuu B uMHpopMmauuoHHbIX  cucremax  ['BJIOVY,
MH(OPMAIIMOHHBIE TEXHOJIOTHH, PErJIaMeHThl U TMpoleAyphl cOopa, 00pabOTKH, XpaHEHUs
U miepenadu nHGopMaIum;

uHpopMalMoHHas HMHQPPACTPYKTypa, BKIIOYAIOIIAs CHUCTEMBI 00pabOTKH, XpaHEHUs
Y aHanu3a nHPOpMaIHH, TPOTPaMMHBIE M MPOTPAMMHO-aNapaTHbIe CPEICTBA, B TOM YHCIIEe KaHAIbI
CBSI3M M TETIEKOMMYHUKAIUH;

CUCTEMBI M CPEJICTBA 3aIIUThl HH(POPMAIIUU, OOBEKTHI M MOMEIIEHUS, B KOTOPBIX pa3MelIeH bl
cpeacTBa oOpabOTKU HHPOPMALIUH.

Hean odecnieyennst UHGOPMALMOHHON 0€30MACHOCTH

OcHoBHOM Tenpt0 oOecrneueHuss uHpopManmonHoit 6e3omacHoct ['BJIOY  sBusroTcst
JCVCTBYS HAIpaBJICHbl Ha JOCTHKEHHE 3alIUThl CyOBEKTOB WH(OPMAIMOHHBIX OTHOIICHUU OT
BO3MOXHOTO HAHECEHHUS MM MaTepUalTbHOTO, (U3MUECKOTO, MOPAIBHOTO WJIM HHOTO YyIiepoa,



MOCPEICTBOM  CIYy4aHOTO WM  TPEJAHAMEPEHHOrO  BO3JEHCTBHS  Ha  MH(POPMALHIO,
B TOM YHCIIE:

obecrieueHHs OTKa30yCTOMUYNBOTO (bYHKIMOHUPOBAHUS MIPOTrPaMMHBIX
U arnmnapaTHo-niporpaMMHbIX cpenctB I'BJIOY u npenocraBiisieMbIX CEpBHCOB;

COONIONICHUST TIPABOBOTO PEKUMa HUCHOJB30BAHUS MACCHBOB U CpPEACTB 00paboTKU
nHpOpMaINH;

MPEJOTBPAILICHHS] pealn3ald Yrpo3 0e30MacHOCTH HH(GOPMAIUK MpPH OCYHIECTBICHUU
nestenbHOCTH ['B/IOVY.

3agauu obecneyeHusi HHPOPMALMOHHOI 0€30MACHOCTH

HocTwkenne eneit odecrieueHnst HHGOPMAMOHHONH 0€30TTaCHOCTH M CBOMCTB MH(OpPMAITHH,
I'BAOY pemiaercs cieayommuMu 3a1adamMu:

3alUThl OT HECAHKIIMOHUPOBAHHOTO JIOCTYNA K MH(POPMAIIMOHHBIM peCypcaM;

pasrpaHUyeHHs] IOCTYyIa MOJb30BaTeie K MHPOPMAIlMOHHBIM, allapaTHbIM, MPOTrPaMMHBIM
U UHBIM pecypcam;

perucTpani M NEpUOJAUYECKOTO KOHTpOJIA JEWCTBUH TMOJIb30BaTele mpu o00paboTke
3aluIIaeMol HHPOpMAIH U IEPHUOINUECKUI KOHTPOJIb KOPPEKTHOCTH UX AEHCTBUM;

KOHTpPOJISl LIEJIOCTHOCTH CpEeIbl HCIOJHEHUS NpOorpaMM U €€ BOCCTAHOBJIGHHE B Ciydae
HapyIIeHUS,

obecrieueHHss ayTeHTU(UKAIMM U UACHTU(PUKALMM  [OJIb30BaTee,  y4acTBYIOLIUX
B MH(OPMAIIMOHHOM OOMEHE;

obecrnieueHus HCIIPABHOCTH MIPUMEHSIEMbBIX B MH(OPMALIMOHHBIX cucTemax
I'BAOY cpencts 3amuThl HHGOPMALINN;

CBOEBPEMEHHOTO BBISIBJICHHE MCTOYHHUKOB Yrpo3 0e30macHOCTH MHGOpMaluyu, HpUYHH
W YCIOBHH, CIOCOOCTBYIONIMX  HAHECEHWIO  ymiepda  3aMHTEPECOBAHHBIM  CYObEKTaM
MH(OPMALMOHHBIX OTHOLICHHIA;

CO3JITaHUEM CITYKObl MOHHTOPHMHTAa M PEardpoBaHUsl Ha Yrpo3bl O€30TACHOCTH HH(OpPMAIUH
Y HETaTUBHBIE NIOCIIEICTBHUS;

CO3JaHMEM YCIIOBUH JUIsI MUHUMH3ALMN HAHOCUMOTO yiiepOa HempaBOMEpPHBIMU JIEHCTBUSAMU,
Y yCTpaHEHHUE MOCIeACTBUI HapyleHuss nHpopMannonHoi 6e3omnacHoctu B 'BJIOY.

Pemenue Boimenepeunciennsix 3aaa4 B ['bJIOY ocyiecTBisiercs nocpeacTBOM:

ydeTa BceX MOIeKAIUX 3alIUTe HHPOPMAITMOHHBIX PECYPCOB;

KYpHAJIMPOBAHUS JEHCTBUI NepcoHalia, OCYIIECTBISIONIEr0 00CIyKUBAHUE U MOIU(DUKALIUIO
MIPOrPaMMHBIX U TPOrPaMMHO-AIAPATHBIX CPEICTB HHPOPMAIIMOHHBIX CUCTEM;

periiaMeHTaIuy MporeccoB o0paboTku uHbopmaruu, aeicTBuii padotHukoB ['BJIOY,
OCYUIECTBJISIOIINX HKCILTyaTAllU0 MPOrPAMMHBIX M MIPOTPaMMHO-AINNIapaTHBIX CPEJICTB, HA OCHOBE
YTBEPKACHHBIX OPraHU3aMOHHO-PACTIOPSIUTENBHBIX JOKYMEHTOB 10 3aluTe UHPOPMAIIHH;

Ha3HAYEHUS U MOJATOTOBKOW paOOTHUKOB, OTBETCTBEHHBIX 332 OPraHU3ALMIO U OCYILECTBICHHE
MepOoTpHATHii o oOecnieueHuto nHpopMamonHoi 6ezonacHoctu B '6JI0Y;

HaJleNleHUus] KaXJ0ro pabOTHUKA MHHHMAJIbHO HEOOXOAMMBIMU TIpaBaMH TNpU padote
B HH(OPMALIMOHHON HHPPACTPYKTYPE COTIIACHO UX JOJDKHOCTHBIM 00S3aHHOCTSIM;

coOroieHHs BceMU paOOTHUKAMU, SKCILTyaTUPYIOIIUMU U OOCTY)KHBAIOIIUMH MIPOTrPAMMHBIE
U TNpOorpaMMHO-aNlapaTHble  CpPEeACTBA, TPeOOBAaHUM  OpPraHM3aLMOHHO-PACIOPAAUTEIBHBIX
JOKYMEHTOB I10 BOIlpocaM obecrieueHust HH(OpMaIlMOHHOM Oe3011acHOCTH;

NEPCOHAJILHOM OTBETCTBEHHOCTBIO Ka)/J0TO Pa0OTHHKA 32 CBOM JEWCTBUS, y4aCTBYIOILEIO
B paMKax CBOMX (DYHKIHMOHAJIBHBIX 00sf3aHHOCTEH B mpolieccax aBTOMATU3WPOBAHHOM 00pabOTKU
nHGOpMAIMK ¥ UMEIOIIETO AOCTYH K pecypcaM MH(POPMALMOHHBIX CUCTEM;

peanu3anyeil TEXHOJOTHYECKUX IMpOLeccOoB 00pabOTKM HHPOPMALUMU C HCHOJIb30BAHUEM
KOMIUIEKCOB ~ OPraHM3allHOHHO-TEXHWYECKUX Mep  3alllUThl MPOrpaMMHOrO  oOecredeHus,
MpOrpaMMHO-aNNapaTHbIX CPEJICTB;

OpPUHATUS Mep TOo oOecrneyeHuo (pU3MYecKor IENOCTHOCTH MNPOTPaMMHO-aIapaTHBIX
cpeAcTB MHGOPMAIMOHHBIX CHCTEM U MOAJEpKAaHUEM HEOOXOJUMOro YpOBHS 3alllUIEHHOCTH
KOMIIOHEHTOB;

WCIOJIb30BaHUS TPOTPAMMHBIX U MPOTPAMMHO-AMMAPATHBIX CPEJCTB 3aIIUTHl WH(MOPMALIUN



oOpabarbiBaemoM B I'B/IOY u anMUHHCTPAaTUBHON MOIEPKKOIM UX NCHOIB30BAHNS,

KOHTpOJII ~ COONIOACHUS  TOJB30BaTENIIMH  MHOOPMAIMIOHHBIX ~ CHUCTEM  TpeOOBaHMIA
o obecreueHno NHPOPMAITMOHHOHN OE30TTaCHOCTH;

npoBeAeHus: aHanu3a 3(pPEeKTUBHOCTU MPUHSATHIX MEP 3aIIUTHI HHYOPMAIIUH U TPUMEHSIEMBIX
cpeacts 3auuThl nHGopmarmu B ['BJIOY;

pa3paboOTKM W pealn3alud TMPEeIIOKEHUH TI0 COBEPIICHCTBOBAHHIO CHUCTEM 3alIHUTHI
nHpopmanuu B I'B/IOY.

3 TPUHIUIIBI OBECIIEYEHUS UH®OPMAIIMOHHOM BE3OITACHOCTH

Obecneuenne MHOOPMAIMOHHOKH 0E30MaCHOCTH, JOJDKHO OCYIIECTBISITHCS B COOTBETCTBHH
CO CIIEAYIOIIMMH OCHOBHBIMU IPUHLIUIIAMU:

IIpuHUIMN 3aKOHHOCTH

[Ipu BBIOOpE MEpONPHUATHI MO 3alIUTe UHPOPMAIMH, JOJHKHO COOMIOaThCs JAeHCTBYIOIIEE
3akoHoarenscTBO Poccuiickoit denepanuu B chepe 3auThl HHGOPMaIUU.

Bce paOoTHUKM JOMKHBI UMETh MPEICTaBIIEHHE 00 OTBETCTBEHHOCTH 3a MpPaBOHApPYLICHUS
B cdepe 3amuThl nHpopmanuu. IIporpammHo-anmapaTHble cpeacTBa, npumensemsie B I'B/IOVY,
JOJIKHBI MMETh COOTBETCTBYIOLIME JMIEH3UH, O(UIIMAIbHO NMPUOOpETaThes Yy MpelcTaBUTENEH
Pa3pabOTUYUKOB ATHX CPEJICTB WM SBISITHCS MHTEIUIEKTYanbHOM coOcTBeHHOCThIO [ BIOY.

IIpuHIUD CHCTEMHOCTH

[Ipu co3maHuu cUCTEMBI 3alIUTHI TOJDKHBI YUUTHIBATHCS aKTyaJbHBIE YIpO3bl OE€30M1aCHOCTH
nH(popMaluy, BO3MOXHbIE OOBEKThl M HANpaBJeHHs aTaK Ha HEE CO CTOPOHBI HAPYIIUTENEH.
Cucrema 3amUTHl JOJDKHA CTPOUTHCS C YYETOM HE TOJBKO M3BECTHBIX KAHAJIOB YTEUKU
nH(popMallMK, HO M C YYETOM BO3MOKHOCTH IMOSIBJICHHUS HOBBIX YA3BUMOCTEH B IPOTPaMMHOM
o0ecreyeHn .

IIpuHIMN KOMILIEKCHOCTH

KommuiekcHOe MCTonb30BaHUE CPEJCTB 3alUThl HH(MOPMALIMYU MPEAINOJIaraeT coraiacoBaHHOE
IIPUMEHEHHE MPHU MOCTPOCHUN LIEJOCTHON CHUCTEMBI 3alllUThI, IEPEKPBIBAIOLICH BCE CYIIECTBEHHbIE
yrpo3sl 0e30macHOCTH MH(opManuu. 3amuTa A0JKHA CTPOUTHCS SIIEIOHMPOBaHO. Dusnueckas
3alIUTa JOJKHA 00ecreunBaThCsl (PU3MUECKMMHU CPEACTBAMU U OPraHU3allMOHHBIMU MEPAMHU.

IIpu nocTpoeHuy, BHEAPEHNUHU U HKCIUTyaTallMM CUCTEMBI 3aIlUThl HH(OPMAIMU PYKOBOACTBO
I'BAOY ob6ecnieunBaer ycinoBus g S((HEKTUBHOW KOOpAWHAIIMM JACHCTBUH BCEX JIMII,
obecreunBaronuX HHPOPMAIIMOHHYIO O€30TTaCHOCTD.

IIpuHIUN CBOEBPEMEHHOCTH

Pazpa0oTka cucTeMbl 3aluThl HHGOPMALMK J0JDKHA BECTUCh MApajUIEIbHO C Pa3pabOoTKON
U UHQOPMALMOHHOM  CHUCTeMBl. OTO  MO3BOJMT  y4ecTb TpeOoBaHUS  0€30MacCHOCTH
IpU TPOCKTUPOBAHUM AapXUTEKTYpbl M, B KOHEUHOM cueTe, co3fgarb Oosee 3(pQPeKTHUBHbIC
MH(GOPMALMOHHbIE CUCTEMBI, 00JIaJJAl0NIUE JOCTATOYHBIM YPOBHEM 3aILUILIEHHOCTH.

IIpyuHIMN IpeeMCTBEHHOCTH

[locTosiHHOE COBEpILIEHCTBOBAHME MEpP M CPEACTB 3allUThl HMH(OpPMalMM Ha OCHOBE
IIPEEMCTBEHHOCTH OPraHU3allMOHHBIX M TEXHUYECKUX pPEIIeHUM, KaJpoBOro COCTaBa, aHalu3a
(GYHKUMOHMPOBAHUS MH(POPMALMOHHBIX CHCTEM M CHCTEMBl €€ 3alUThl C Y4eTOM H3MEHEHUH
B METO/JaX M CpeACTBaX IepexBaTa WH(pOpMalMM, HOPMATUBHBIX TpeOOBaHMN IO 3alIUTe
uHpOpMalnu.

IIpuHIMN 10CTATOYHOCTH

CooTBeTcTBHE YPOBHS 3aTpaT Ha obecrneyeHne MHOOPMAITMOHHON 0€30MMacCHOCTH U LIEHHOCTH
MH(GOPMAIIMOHHBIX PECYpcOB Ha BEJIMYMHY BO3MOXHOTO yilepda OT HX pasrjaleHus,
YHUYTOXKEHHUS U UCKaXeHHUs. Mcronp3yeMble Mephbl U CPEACTBA 3aLIUThl UH(GOPMAMK HE JOJDKHBI
yXyJIIaTh 3pTOHOMUYECKUE MOKa3aTeIl KOMIIOHEHTOB MH(OPMAITMOHHBIX CUCTEM.

IIpuHOMI OTBETCTBEHHOCTH

BoznoxeHne 0TBETCTBEHHOCTH 3a o0ecriedeHrne 0e30nacHOCTH HH(popMalu U ee 00paboTKH
Ha KaxJ0ro paOOTHHMKa B Mpejenax €ro MOJHOMOYMHA. B COOTBETCTBMM C 3TUM NPHHLIUIIOM
pacripesielieHle TpaB U O0s3aHHOCTEW pPaOOTHMKOB CTPOUTCS TaKUM 00pa3oM, YTOObI B ciydae
M000T0 HApYIIEHUs! ObUT U3BECTEH HAPYLIUTEb.



IpuHuHMNI 000CHOBAHHOCTH U TEXHHYECKOIl peain3yeMoCTH

NudopmanroHHbIe TEXHOJIOTHH, IPOTPAMMHBIC U MIPOTPAMMHO -allllapaTHBIE CPEJICTBA, MEPHI
3amUThl UHPOPMAITUU JIOJDKHBI OBITh PEaTH30BAHBI MO COBPEMEHHBIM PEIICHUSM, 0OOCHOBAHBI
C TOYKH 3PEHUsS JOCTHKCHHSI 33JJAHHOTO YPOBHS 3aIUIICHHOCTH WH(POPMAIMH U YKOHOMUYECKOU
1[e1ecoo0pa3HOCTH, a TaKKE COOTBETCTBOBAThH YCTAHOBIEHHBIM HOpMaMmM U TpeOOBaHUSM
1o 6e30MacHOCTH HH(OPMAIIHH.

IIpuHuun npogeccuonaanma

Peanuzanust Mep 3amuThl WHPOPMAIMM W IKCIDTyaTaIlsl CPEJICTB 3allUThl HH(pOpMAIH
JOJKHA OCYIIECTBISATHCS MPO(ecCHOHATBHBIMU CIEIUATHCTaMU.

[IpuBneueHue cnienaIM3UPOBAHHBIX OPTraHU3aIUi K pa3paboTKe CPEACTB U pealiu3alliu Mep
3aIUThl HHPOPMAIMH, TMOATOTOBICHHBIX K KOHKPETHOMY BHJY ACATEIBHOCTH 10 OOCCIICUYCHHIO
0€30macHOCTH MH()OPMAITMOHHBIX PECYPCOB, UMEIOIIUX OTBIT MPAKTHYECKON pabOTHI M JIUIEH3UU
Ha MPaBO OKa3aHUsI YCIYT B ATOM 00IacTH.

IpuHIMT MUHUMH3AIUA TPUBHUJIETHIT IOJIb30BaTe el

OO0ecrieueHre T0JIB30BATEIICH MPUBIIICTHSIMU MUHUMAIBHO JIOCTATOYHBIMU TSI BBITIOJTHCHHUS
WMH CBOUX JOJDKHOCTHBIX 00s13aHHOCTel B 'BJIOY.

4  OCHOBHBIE TPEBOBAHMUS 110 3ALUTE UHO®OPMALINU
OI'PAHUYEHHOI'O JOCTVYIIA

Cucrema 3anuThl MH(OPMAaLMU JOJDKHA IMPEAycMaTpUBaTh KOMIUIEKC OpraHH3allMOHHBIX,
MIPOrpaMMHBIX M NPOTrpaMMHO-aNMapaTHBIX CPEACTB U Mep MO 3alluTe MHPOpMalHU B Mpoliecce
ee 00paboTKH.

Brinonnenue TpeboBaHM TOCTUraeTcs 3a CUeT pealu3alii Ha o0bekTax MHpopMaTU3aluu
Mep TI0 3aIuTe HHHOPMAIIIH:

UJEHTU(DUKAIIMN U ayTeHTU(PUKAIINKA CYOBEKTOB JOCTYIA U 0OBEKTOB JIOCTYIIA;

YIPABJICHUIO JOCTYIIOM CyOBEKTOB JOCTYIA K 00BEKTaM JOCTYyIIa;

OTPaHUYEHUIO TPOrPaMMHOM CpeJIbl;

3allUTe MAIIMHHBIX HOCUTENEH MEePCOHANbHBIX JaHHBIX;

pEerucTpanuu COOBITUI 0€30MMaCHOCTH;

AHTUBUPYCHOU 3alllUTE;

00HapyKeHHIO BTOPKEHHIA;

KOHTPOJIIO (aHaJIN3Y) 3alUIIIEHHOCTH MIePCOHAIbHBIX JaHHBIX;

00ecnevyeHnIo IeJT0CTHOCTH HH(MOPMALIMOHHON CUCTEMBI U ITEPCOHATBHBIX JaHHBIX;

00ecrevyeHnI0 TOCTYITHOCTH EPCOHANBHBIX JaHHBIX;

3alUTHI CPeJibl BUPTYaTH3aIUU;

3alUThl TEXHUYECKUX CPEJICTB;

3a1UThl UHOOPMALIMOHHON CUCTEMBI, €€ CPEJICTB, CHCTEM CBS3H U MEpe/lauu JaHHbBIX;

BBISIBIICHUIO UHIMJICHTOB U pEarnpoBaHKe Ha HUX;

yIpaBiIeHUIO KOH(uUrypauued HHOOPMALMOHHOW CHUCTEMBI W CHUCTEMBl  3aIlUTHI
MePCOHATBHBIX JTAHHBIX.

I'BAOY, xak oOnanmatens uHGOPMAIMU OTPAHUUEHHOTO JOCTYIMA, MPU OCYLIECTBICHUU
CBOUX IpaB 0053aHO:

coOiroaTh MmpaBa M 3aKOHHBIE HHTEPECHI MHBIX JIUI;

MPUHUMATh HEOOXO0IMMbIE MEPHI TI0 3alluTe HHPOPMAIUH;

OTpaHMYMBATH JIOCTYl K HH(pOpManuu, eciu Takas OOS3aHHOCTh YCTaHOBJIEHA
3akoHoarenbeTBOM Pocceniickont denepanuu.

B Tom uwmcne I'BJIOY, BmpaBe ecim HMHOE HE NPEAYCMOTPEHO 3aKOHOAATEIHCTBOM
Poccniickoit denepanum:

pasperarh Wiy OTpaHNYUBATh TOCTYI K HHPOPMAIUH, ONIPEACTATH OPSAIOK U YCIOBUS TAKOTO
JOCTYTIa;

UCIOJIb30BaTh HHPOPMALIUIO, B TOM YHCIIE PACIIPOCTPAHSATh €€, 10 CBOEMY YCMOTPEHHIO;

nepenaBaTth HMHQPOpPMAIUIO JAPYTMM JIMIIAM Ha YCTaHOBJIEHHOM 3aKOHO/ATeIhCTBOM
Poccniickoit denepanuy OCHOBaHUH;



3aluIaTh YCTaHOBJIEHHBIMU 3aKOHOATENbcTBOM Poccuiickoit @enepanuu cnocodbaMu CBOU
npaBa B CiIydyae HE3aKOHHOTO IOJy4eHUsT MH(OpMAIMH MM €€ HE3aKOHHOTO HCIOJIb30BaHUS
MHBIMU JIULAMU;

OCYIIECTBIISITh WMHBIE ACUCTBUS ¢ HMH(OpManuend Wi pa3pemarbh OCYIIECTBICHHE TaKHX
NEWCTBUHM, €couM O3TU JCHCTBUS HE NpOTHBOpevar QenepaibHbBIM 3aKOHAM H  JIPYTUM
HOPMAaTHBHO-IIPAaBOBBIM akTaMm Poccuiickoii denepanni.

3ammTa WHPOPMALMK  OTPAHWYCHHOTO  JOCTYMa MPEACTaBIsSeT CcOOOW  MpUHSTHE
OpraHU3alMOHHBIX U TEXHUYECKUX MEp, HAlIPaBJICHHBIX Ha:

coOmoiIeHne KOHPHUICHIIMATBHOCTH HH(popMauu (MCKIIIOYEHUE HEMPaBOMEPHOTO JIOCTYIIA,
KOMTUPOBAHUS, TIPEJOCTABIICHHUS W PACIIPOCTPaHEHUS HH(OPMAIIHH);

o0ecrieyeHne 1eT0CTHOCTH HHPOPMAIUK (MCKITIOUYSHHE HEMPABOMEPHOTO YHUYTOKEHUS
WM MOJUGUIMPOBaHUS HH(OPMALIUN);

pean3anmio Ipasa Ha JOCTYI K HHPOpMaUH (UCKIIOYEHHE HETPAaBOMEPHOTO OJIOKUPOBAHUS
nHpopmanun).

CpencrtBa 3amuThl UH(QOPMALIUKA BHEAPSIOTCS MO pe3yiabTaTaM IPOBEIEHUSI OLEHKU PUCKOB
MH(OpPMaLMOHHON OE30MMaCHOCTH.

Opranusanus 3amuThl HHGOpMaALHN

[Ipn opranmszammu B I'BJIOY 3amuThl mHbopManuu, JOKHBI BBIMOIHATHCS TpeOOBaHUSA
@enepanpHOoro 3akoHa oT 27.07.2006 Ne 149-03 «O6 wunHpOpmanuu, WHPOPMAIMOHHBIX
TEXHOJIOTUSAX M O 3alure HHPOpMAlMU», KOTOpbIE pPEryJIUpYIOT OTHOIIEHHUS, CBSI3aHHbIE
C YCTaHOBJICHHEM, U3MEHEHHUEM U MpeKpalleHneM pexurma o0paboTKy 3amuiaeMoi HHpOpMaIuu.
B Tom uucne tpeGoBaHMs 0 3amiuTe MHPOpPMAIMM, HE COCTABIISIIOIIEH TOCYJapCTBEHHYIO TaliHY,
coJiepkalieiicss B ToCylapCTBEHHBIX HWH(OPMAIMOHHBIX CHCTEMaX YTBEPXKACHHbIE MPUKA30M
OCTIK Poccum ot 11.02.2013 Ne 17 «O06 yrBepkAcHHUU TpeOOBaHHI O 3amuTe WHMOpMAaIHy,
HE  COCTaBIAIONIEH  TOCYJAapCTBEHHYIO  TailHy, COJEpJ)Kallleiici B  TOCYJapCTBEHHBIX
MHGOPMALMOHHBIX CUCTEMax» JUIl TOCYAAPCTBEHHBIX HMH(OPMAIMOHHBIX CUCTEM IO KOTOPBIM
I'BIOY sBnsiercs Onepatopom.

B I'BJIOYe nmoMmumo peanu3aniui OCHOBHBIX MEP 3alIUThl HHPOPMAIIUU OCYIIECTBIISCTCS:

peryiasipHas  OLEHKa W  yIOpaBJIeHHE pHUCKaMH  HMH(DOpPMAMOHHONW  0e30MmMacHOCTH
B COOTBETCTBUU C YCTAHOBJIEHHBIMU IIPOLIETyPaMHU B OOJIACTH YIIPABJICHUS PUCKAMU;

nH(pOpMHUpOBaHUE, o0y4eHuHe u MOBBIIIICHHUE KBaTM(UKALTIH PabOTHUKOB
I'BAOY B chepe napopmanmoHHOM 6€30MMaCHOCTH;

METOJMYECKass IOMOLIb pPa0OTHUKAM B Bompocax obecrnedeHus HHPOPMALUOHHOM
0Ee30I1aCHOCTH;

aHaJIM3 ¥ IOMCK BO3MOKHOCTEH 10 MOBBIICHUIO YPOBHS 3aIMIIEHHOCTH HH(pOPMAaLIHK.

Jlna opranuzanuu 3amutel nHGopmanuu, ['BJJOY BhpaBe nmpumeHSTh CpeACTBa U METObI
TEXHUYECKON 3aluThl, MPEINPUHMMATH Jpyrue, HE MPOTUBOpPEYAILNE 3aKOHOIATEIbCTBY
Poccuniickoit deneparuu, MepHI.

B pamxkax oOecrnieueHus 3amuTbl HHGOPMaIUK, B pAMKax TPYJOBBIX OTHOIIEHUH HE00X0AUMO
03HAKOMHUTH O]l POCHHUCH PAaOOTHHUKOB, IOCTYH KOTOPBIX K MH(POPMALMU OTPAHUYEHHOTO JIOCTYIIA,
HE0O0XO/IUM /7Sl BBIIIOJIHEHUS! MIMU CBOUX JIOJDKHOCTHBIX OOS3aHHOCTEH, ¢ mepeuHeM HHpopMauu
OTpaHUYEHHOTO A0CTyna, U npuHATEIMU B [ BJIOY Mepamu 3anursl nHGopMaruy.

Oco0eHHOCTH 321U THI IEPCOHAILHBIX JAHHBIX

IIpu opranmzamuu oOpabotkn B I'BJIOY nepcoHanbHBIX JaHHBIX HEOO0XOAUMO
pyKkoBojcTBOBaThCsl TpeboBanusiMu DexepanbHoro 3akoHa ot 27.07.2006 Ne 152-@3
«O nepCOHANBHBIX AAHHBIX?.

Ilepeuenp Mep, BbIMOJHEHHE KOoTOpbix obecneuuBaer ['BJIOY B kadecTBe omepartopa
NIEPCOHAIBHBIX JaHHBIX, TOJDKEH BKIKOYATh:

HazHaueHue B ['bJIOY O0TBETCTBEHHOTO 3a OpraHU3aIiio 00pabOTKU MEPCOHAIBHBIX TaHHBIX;

pa3paboTKy JOKYMEHTOB, ONPEACISIONIUX MPaBUiia B OTHOIIEHUN 00pabOTKH MEePCOHAIBHBIX
nanublX B 'B/1OY, okanbHBIX aKTOB 1O BOIpocaM 00pabOTKH MEPCOHATBHBIX JAHHBIX;



NPUMEHEHHE OPraHW3alMOHHBIX W TEXHHYECKMX Mep MO 00ecrnedeHuro Oe30MacHOCTH
MEPCOHANBHBIX JAaHHBIX B COOTBETCTBHU cO crarheil 19 dDenepanbHoro 3akona ot 27.07.2006
Ne 152-®3 «O nepcoHanbHBIX TaHHBIXY;

BBITIOJTHEHUE TPEOOBAHMIA 110 COCTABY M COACP)KAHUIO OPTaHU3AMOHHBIX U TEXHUYECKUX MEp
1o o0ecreyeHnIo 0e30MacCHOCTH MEePCOHATBHBIX JaHHBIX MPH UX 00paboTke B MH(GOPMAIIMOHHBIX
crcTeMax NepCOHAIBHBIX JaHHBIX yTBepKIEHHBIX [Ipukazom @CTIK Poccun ot 18.02.2013 Ne 21
«O0 yTBepKIEHHH COCTaBa M COJIEPKAHMUSA OPTaHU3AIMOHHBIX W TEXHUYECKHX Mep II0
o0ecrieyeHnI0 0€30MAaCHOCTH TEPCOHAIBHBIX JAHHBIX NpPU UX 00paboTKe B WH(OPMAIIMOHHBIX
crcTeMax MepCOHAIBHBIX JaHHBIXY,

OLICHKY Bpe€Ia, KOTOPBIA MOET OBITh NPHUYMHEH CYOBEKTaM TEPCOHAIBHBIX IaHHBIX
B ciyyae HapymeHus DexepanmbHoro 3axkona Ne 152-D3, cooTHOIIEHHE YKAa3aHHOTO Bpeaa
¥ TMPHHUMAEMBIX OINEPaTOPOM Mep, HANpaBJICHHBIX Ha 0OECIeueHHe BBITIOJHEHHs 00sS3aHHOCTEMH,
npenycmorpeHHbIX denepanbHbiM 3akoHOM Ne 152-D3;

o3HakomiieHne paboTtHukoB ['BJIOY, HemocpeacTBEHHO OCYIIECTBIAIOMUX 00pabOTKY
MEPCOHANIBHBIX  JaHHBIX, C TMOJIOKEHUSIMU  3aKkoHoAaTenbcTBa  Poccuiickonn  Denepaunuu
O TIEPCOHAIBHBIX MAaHHBIX, B TOM 4HCIEe TpeOOBaHMAMH K 3allWTE MEPCOHAIBHBIX aHHBIX,
JTOKyMeHTamu, omnpenersitomumu TpedoBanuss ['B/I0Y B oTHomennn oOpabOTKU MEPCOHATBHBIX
JTAHHBIX U 00y4eHue, Npyu HeoOXOJMMOCTH, YKa3aHHbBIX paOOTHHUKOB.

Ob6ecnieuenre 6€30MaCHOCTH MEPCOHATBHBIX JTAHHBIX JIOCTUTAETCS, B YACTHOCTHU:

OTpeJeNieHueM  yrpo3 M HapymuTened  0e30MacHOCTH  MEpPCOHANBHBIX  JTAHHBIX
pHu X 00paboTKe B MHPOPMAIIMOHHBIX CUCTEMAaX MEPCOHAIBHBIX TaHHBIX;

OTIpE/ICNICHUEM  YpOBHS  3AIMIICHHOCTH TIEPCOHANBHBIX JIAHHBIX B  COOTBETCTBHHU
¢ TpeboBanusimMu [loctanosiienus [IpaButenbctBa Poccuiickoit @enepamuu ot 01.11.2012 Ne 1119
«O0 yTBepKJACHHH TpeOOBaHWUN K 3alUTEe TIEPCOHAIBHBIX JAHHBIX TIPU HUX 00paboTke
B MH(OPMALMOHHBIX CUCTEMAaX MEPCOHANIBHBIX TaHHBIX»;

IPUMEHEHHEM IPOUIEIINX B YCTAHOBJIIEHHOM IOPSAJIKE MPOLEAYPY OLEHKH COOTBETCTBHUS
CPEACTB 3alUThl HH(POPMaLUY;

OLIEHKOH 3(p(peKTUBHOCTH MPUHUMAEMBIX MEp IO 3aIIUTE MEPCOHANBHBIX JAHHBIX 10 BBOJA
B 9KCIUTyaTalMio UHOOPMALIMOHHONW CHCTEMBI IEPCOHAIBHBIX IaHHBIX;

BOCCTAHOBJICHHEM IE€PCOHAIBHBIX JAHHBIX, BCIEACTBUE MOJYYEHUSI HECAHKIIMOHHMPOBAHHOTO
JOCTyIa K HUM;

YCTAaHOBJICHHMEM INpaBWJ JOCTYNa K IEpCOHAJIbHBIM  JaHHBIM, 00pabaThIBaéMbIM
B MH(OPMAIIMOHHBIX CHUCTEMAaxX IEPCOHANBHBIX JAaHHBIX, a TaKKe OOECIeUeHHEM pPEerucTpaluu
U ydera BCeX JIeHCTBHI, COBEpIIAEMBbIX ¢ NEPCOHANBHBIMU JAHHBIMU B HH(OPMALIMOHHBIX CHCTEMaX
NEePCOHAIIBHBIX JAHHBIX;

KOHTPOJIEM 3a IPUHUMAEMBIMU MEPaMH 110 3aIIUTE EPCOHAIBHBIX JaHHBIX U ONPEAEICHHOTO
YPOBHSI 3aIlMIIEHHOCTH HHGOPMALMOHHBIX CHCTEMax I[EpCOHAIbHBIX JaHHBIX B IpoLecce
ee KCIUTyaTaluu.

5 OCHOBHBIE TPEBOBAHUS K IPOHECCAM OBECIHIEYEHUSL
NHO®OPMAIIMOHHOMU BE3OITACHOCTHU

Metoanyeckoe pyKOBOJCTBO, pa3paboTKy pelieHuil mo 3ammre nHGopMaliy, coriacoBaHue
BbIOOpA CPEJICTB BBIYMCIUTENLHOW TEXHUKH, IMPOTPAMMHBIX U MPOrpaMMHO-AMIAPaTHBIX CPECTB
3alUThl MH(OPMAIMK, OpPraHU3aliio paboT MO BBISBICHUIO BO3MOXXHOCTEH U MPERyNpeKICHUIO
yT€YKM U CBOWCTB 3allMIIaeMod WHPOpPMALUH, aTTecTaluio OOBEKTOB HH(POPMATHU3ALNH
OCYILECTBIISIOT KOMIIETEHTHBIE CTPYKTYpHBbIE noapazaenenus ' 5OY.

Pusuyeckas 0e30IaCHOCTH

[IpuHATHIE OpraHM3allMOHHBIE M TEXHUYECKHME Mepbl o 3amute nomemenud ['BOVY,
CEpBEPHOT0O M KOMMYTAIlMOHHOTO O0O0OpYyJIOBaHHS, aBTOMATH3MPOBAHHBIX pabO4YMX MeCT
noJib3oBatenei nupopmarronusix cucteM I'B/I0Y obecnieunBaroT peanus3anuio Ciaeayloumx Mep
Io:

pasrpaHuueHHuio jgoctyna paboTHukoB B nomemieHus [BJJOY B cooTBercTBUHM € HX
MOJIHOMOYHSIMH U JIOJDKHOCTHBIMU O0SI3aHHOCTSIMU;



peructpanuu (akToB BXOJa pPAaOOTHUKOB B TOMEIIEHHS B KOTOPBIX BeaeTcst oOpaboTka
MePCOHANBHBIX IAHHBIX;

KOHTPOJUpyeMoMy TpeObiBaHui0 NocTopoHHUX Jull B ['BJIOY B momemieHusi, B KOTOPBIX
BezieTcsi 00paboTKa MH(POPMAIIMU OTPAHMYSHHOTO JIOCTYNAa M pa3MeEIleHbl allapaTHhIe CPEICTBA
MH(POPMAIIMOHHOHN CUCTEMBI,

OpraHu3alluy PEKUMa KOHTPOJIMPYEMOTO BHOCA/BBIHOCA CPEACTB 00pabOTKH MH(POPMALIHH.

[omemennss ['BJIOY momkHBI OBITH 00OPYZOBaHBI JETEKTOpPAaMH OTHS H  JbIMa,
OTHETYIIUTENSAMU, CUCTEMaMHU KOHIUIIMOHUPOBAHUS BO3/yXa, CPEICTBAMU OXPAHHO-TOXKAPHOU
CUTHAJIM3al1H.

OcHoBHOE cepBepHOE U KoMMYyTarmoHHoe obopyaoBanue 'BJIOY momkHO OBITH 3alIUIIEHO
oT 1epeboeB B MOJaue 3JICKTPOIHEPTHH MyTEM MOJAKIIOYEHUS K DIIEKTPOCETH C MPUMEHEHHEM
HUCTOYHUKOB OecrepeOOMHOr0 MUTAaHUS M PE3EepPBHOrO  Ju3eib-reHepaTopa. VcTouHUKH
OecriepeOOMHOrO MUTaHUS HEOOXOAUMO PETYISPHO TECTHUPOBATh U MPOBEPSTH YIOTHOMOYEHHBIM
pabotHukaMm ['BJIOY B cOOTBETCTBUU C pEKOMEHAALUIMHU ITPOU3BOIUTEIS.

[lopraTuBHBIE TEXHUMYECKHE CpEICTBa HE JOJDKHBI OCTaBaThCid 3a  Ipeaeraamu
koHTpospyemoit 30861 ['B/IOY 6e3 kouTposis co ctopons! paboTHrukoB ['BIOY.

Be3onacHocTs Ha pabouyem MecTe

3amperiaercss BECTH 3alllCh Mapojied B OTKPHITOM BHUIE Ha MaTepHaIbHBIX HOCHUTEI,
3a UCKIIIOYEHHEM CITy4aeB, PETIaMeHTUPOBAHHBIX METO/I0B XpaHEHHS.

JIOKyMEHTBl U HOCUTENHU C HHQOpMAaIMed OrpaHHUYEeHHOrO JOCTYyNa AOJDKHBI YOMpaThCs
B oleuaTeiBaeMbie MecTa (ceddpl, mkadpl W T.0L.), TOpH yxoae ¢ pabouero wmecra.
Ha aBToMarusupoBanHoMm pabouem Mecte [lonb3oBarens pabouast ceccusi 10JKHA OBITH IpepBaHa,
pabounii ctonm 3abjokupoBaH. Bxoj mosib30BaTeNss B CHCTEMY HE JIOJDKEH BBITIOJHSTHCS
ABTOMAaTHUYECKH.

JlokyMeHTBI, cojepxaiue HHPOpMAIMI0 OTPaHMYEHHOTO JOCTyIa, JOJDKHBI —cpasy
M3bIMAThCS M3 TEYaTAIoOUIUX YCTpPOWCTB. Jlis yTunuzanuu KOH(UIEHIMAIBHBIX JTOKYMEHTOB,
JOJDKHBI  MCIIOJIB30BAaThCSl YHUUYTOXKHUTENIM JIOKYMEHTOB HE HHKE 4 YypOBHS IO CTaHAAPTY
0€30MMacHOCTH, MPUMEHSIEMOMY K YHUUTOXKHUTEIISIM IOKYMEHTOB.

[Ipy wcnonp30BaHMM MOOWMJIBHBIX TEXHHMYECKHX CPEICTB HEOOXOJAMMO  COONIOAaTh
JIOTIOTHUTEIbHBIE MEphl M0 PErjaMeHTAllMd W KOHTPOJIO HCIHOJIb30BaHUS B HH(POPMAIIMOHHOM
CUCTeME MOOMJIbHBIX TEXHUYECKUX CPEJICTB.

HaxoxxneHue mnpencraButenedl IOPUAMYECKUX JIMI B PAMKax MCHOJHEHUS JIOTOBOPHBIX
00s3aTeNbCTB B TOMEHICHHUSX B KOTOPBIX BeleTrcss 00paboTka WHGOpMaluu OrpaHUuYSHHOTO
J0CTyna WH(POPMAIMOHHON CUCTEMBI, BO3MOXKHO TOJBKO B CONpPOBOXACHHU padoTHuKa ['BIOY
JOTYIIIEHHOTO 710 00pabOTKH Takoi WH(OpMaIuy.

Pa3zmemnienne TeXHWYECKHX CpeACTB BbIBoAa wuHGopmaruu B mnomemeHusx ['BA0Y
MIPOU3BOJIUTCS C YYETOM HCKIIOUEHHUS BO3MOXKHOCTH BHU3YaJbHOTO MPOCMOTpa HH(pOpManuu
MMOCTOPOHHUMHU JIMLIAMU M paOOTHHUKAMH, HE JOMYIIEHHBIM K paboTe ¢ JaHHO! nH(opMaluei.

Texuuueckne CpelncTBa JOJDKHBI pa3MeIIaTbes M XPAaHUTHCS TaKUM OOpa3oM, YTOOBI
COKpaTUTh BO3MOXHBII PUCK MOBPEXKICHUS U YIPO3bl HECAHKIIMOHUPOBAHHOTO JTOCTYIIA.

Texnnueckoe o0caykuBaHue 000py10BaHUS

Texuuueckue cpencrsa ['BJIOY nomKHBI NMPOXOAWTH HAa PETYNISPHON OCHOBE CEPBHCHOE
o0cCITy’)KUBaHUE B COOTBETCTBUU C PEKOMEHAALIUSMH ITPOU3BOANUTENEH 000py10BaHHUS.

PemoHT u cepBucHoe oOcCIy)KuBaHHE OOOpPYIOBAHUS JIOJDKHBI BBIMOJHATHCS TOJBKO
KBaJIM(DUIIUPOBAHHBIMY CICIIHATUCTAMH.

Texuuueckoe oOcTyXHUBaHHE OOOPYIOBaHUS CTOPOHHUMH OpPraHU3alUSIMU HE JOJDKHO
MIPUBOJIUTH K PUCKY HAPYIICHUS KOHPHUISHIIUATHHOCTH 3alIUIIaeMOi HH(pOPMAIIHH.

B3aumoaeiicTBue ¢ TPETHbUMHM JIULAMU

B mensx oOecneuenuss mHpopmanuonHou OezomacHoctd ['BJIOY mpu B3aumopeiicTBum
C TPETHbUMHU JIMLIAMH JIOJKHO BBITIOJHSTH CIEYIOLIAE MEPOTIPUATHS TIO:

3aKJIIOUEHUI0 COTJAICHHUS O HepasrIalleHn WHQOpPMAIMU OTPaHUYSHHOTO JOCTyMa
MIOJIy4EHHOH B X0/ HCIOJHEHUS JOTOBOPHBIX 0053aTENbCTB,;



OCYILECTBJIECHUIO KOHTPOJS 3a JACUCTBHUSIMU IPEACTABUTENIEH KOHTPAreHTOB B Mpeaeiax
KoHTpoaupyemoi 308b! ' BZIOY.

YnpasJ/ieHue :KM3HEHHBIM HUKJIOM HH()OPMALMOHHBIX CHCTEM

MepornpusaTus B polecce KU3HEHHOTO Nukia nHpopMmannoHHbIX cucteM ['BIOY momkHbI
OBITh HaIpaBIICHBI Ha 0OECIICUCHHE 3alTUThl WH()OPMALIMU TIPU BBOJC B JACHCTBHE, IKCILTyaTalllH,
COITPOBOXKAECHUU U MOJICPHU3ALIMH, BBIBOJIA U3 DKCILTYaTallUH.

OcHoBanneM mpu pa3paboOTKe HHPOPMAIUOHHBIX CHUCTEM JOJDKHBI SIBISTHCS PEIICHHS
NpUHATBIE Ha cTaaud (OpMUPOBaHMS TpeOOBaHWA, cojaepKamue TPeOOBaHUS B TOM YHCIC
10 CHUCTEME 3alUThl HHPOPMAIIIH.

JIro6oe TuranupyeMoe K BHEAPSHUIO U3MEHEHHE MHPOPMAITMOHHON CHCTEMBI IPEABAPUTEITHHO
JOJDKHO  OBITh ~ NPOAHAIM3MPOBAHO HA  COBMECTUMOCTH M OTCYICTBHE  HApyIICHUH
paboTOCIIOCOOHOCTH CUCTEMHBIX KOMIIOHEHTOB B TOM YHCIIE CPEJICTB 3aIIUTH HH(OPMAITUH.

PaGoTel mo wmonepHuzammu WHGOPMAIMOHHOW CHUCTEMBI, B TOM YHCIE IO YCTaHOBKE
MPOTPAMMHOTO O0ecTieYeHHsT 1 0OHOBJICHHI, TOJDKHBI POBOJAUTHCS B HEpabouee BpeMs WIH BpeMsi
HaWMEHbIIIEH paboueii Harpy3KH.

[Ipu BBIBOJE U3 OKCIUTyaTallud WHQOOPMAIMOHHBIX CHUCTEM JOJDKHO O0O0ECTIeUMBATHCS
rapaHTHPOBAHHOE yAalleHne o0pabaThiBaeMoil U XpaHUMOM B HMX HH(OPMAIIUU C UCTIOJIb30BaHHEM
CPEJICTB TapaHTUPOBAHHOTO YHWYTOXXEHHUS WH(MOpPMAIIUM WA TyTeM (PU3NYECKOTO YHUYTOXKCHHS
HOcHUTeNel nHpopmaIuu.

Bce mnpounenypel oOecneueHus 3amuThl  uH(popmanuu, yctaHoBieHHele B [BAOY
B OTHOIIEHWHW WHQPOPMAIMOHHBIX CHCTEM, JOJKHBI BBITIOJHATECS W KOHTPOJIUPOBATHCS
OTBETCTBEHHBIMU JIUIIAMH 32 OPTaHU3AIMIO pa0OT IO 3aluTe HHHOPMAITUH.

KoHnTpoJs nocryna k ”HGOPpMALMOHHBIM CHCTEMAM

Bce pa6otnuku I'BJIOY, nomymienHsie Kk paboTe ¢ MHOOPMAITMOHHBIMH CHUCTEMaMH HECYT
MEPCOHAIBHYI0O OTBETCTBEHHOCTh 32 HApYyUIEHHS YCTAaHOBJIEHHOTO TMOpsijaka 00paboTKu
nHpopMaIuu.

YpoBeHb mMONMHOMOYMH TOoNB30BaTeNst B uHMopmaruonHo cucreme ['BJIOY nmomken
OTIPEIENATHCSA B COOTBETCTBUU C €r0 JOJHKHOCTHBIMU 00S3aHHOCTSIMHU.

Joctyn nosib3oBaTeneit k nHpopmarmonHeiM cucteMaM ['B/I0Y nomkeH KOHTpOJIUPOBATHCS
aJIMUHHUCTPATOPOM MH(OPMALIMOHHON CUCTEMBI.

Ocy1ecTBIIEHHE PETYIIPHOIO0 KOHTPOJIS BBINOJHEHUS OpPraHU3alMOHHO-PACTIOPSIUTENBHBIX
JOKYMEHTOB, KacalIluXcs perjameHtanuu nomnycka padotHukoB ['BJIOY k uHpOpManMOHHBIM
CUCTEMaM.

Nnentndgukanusa v ayreHTUHPUKATMS

Hoctyn mnonbp3oBaTeneid K MHPOPMAIIMOHHBIM CHCTEMaM JOJDKEH MPEAOCTaBISATHCS TOJIBKO
MOCJIE YCIICITHOTO 3aBepIICHUS HICHTU(DUKALINY, ayTCHTH(PUKAIIUH.

[lonyuenue mnonp30BaTe’neM HMEHH B HWH(GOPMAIMOHHOW CHCTEME W Mapolisi, KOTOpbIe
o0ecreunBaroT A0CTYN K HH(OOPMAIIMOHHON CUCTEME, JTOJKHO OCYIIECTBISATHCS MO MPEACTABICHUIO
PYKOBOIUTEISI CTPYKTYPHOIO NMOAPA3ACIICHUS.

YupasiieHue 10CTYIOM

B I'BJIOY #0mKHO OCYIIECTBIATHCS YIpaBJICHUE NOCTYNOM K MH(GOPMAIMOHHOW CHCTEME
MOCPEJICTBOM peau3allid HEOOXOJUMBIX METOJOB, THUIIOB W MPaBUJ pa3rpaHUYCHHs IOCTyIa
nosb3oBarensM uHpopmanuronHoi cuctembl ['BJIOY. B ToM umcie oOecredeH 3alIUIEHHBIH
yIaJeHHbIH JOCTYN CYOBEKTOB JIOCTYyHa K OOBEKTaM JOCTyNa 4epe3 BHEIIHHE HH(POPMAIHOHHO-
TENIEKOMMYHUKAIIMOHHBIE CETH.

Be3onacHocTs npu padore ¢ HOCHTENAMH HHPOPMALMH

Padornuku I'BJIOY n0mKHBI UCHOTB30BaTh TOJNBKO YUYTCHHBIE CHEMHBIC MAIIUHHBIC
HOCUTENU HMH(OPMALMU 7S BBITIONHEHUS CBOUX JOJDKHOCTHBIX O0si3aHHOCTEW. Vcmonb3oBaHme
CHEMHBIX MaITUHHBIX HOcuTened nHpopmarun B 'bJIOY B UHBIX TIENAX CTPOTO 3aMpeIieHo.

CreMHBIE MAITMHHBIE HOCUTEMN WH(OPMAIIMU JODKHBI XPaHUTCS B OMEYAaThIBAEMBIX MIKadax,
B MMOMEIIIEHUSAX B KOTOPBIX MPeIycMOTpeHa 00paboTka nH(GOpMaIlK OTPaHNYEHHOTO TOCTYyTIA.



B ciyuae kpaku WM MOTEpU ChEMHOTI'O MALTMHHOTO HOCUTEINsT HH(POPMAIUH, a TaKkKe WHBIX
MHIMJICHTOB, KOTOpbIE MOTYT MPHUBECTH K HAPYIICHUIO CBOMCTB WMH(pOpPMAUK OTPAHUYEHHOTO
JI0CTYTA, JOJDKHBI IPOBOAUTHCS MEPOIIPUSTHS 110 PACCICIOBAHUIO TAKUX HHIUACHTOB.

[Ipu BBIBOJE M3 SKCIUTyaTallMM ChEMHOTO MAITMHHOTO HOCHUTENS MH(POpPMAlKH, BCE JaHHBIE,
XpaHsIUecs Ha HEM, JIOJDKHBI ObITh YAaJeHbl ONpPEICICHHON KOMHUCCHEH M3 4Hcia PabOTHUKOB,
CPEACTBOM rapaHTHPOBAHHOTO YHUYTOXECHUS WH(POPMAIINH.

@akT YHUUYTOXKEHHMS HH(OpMalMM Ha CBHEMHOM MAIIMHHOM HOcUTelne UHGOpMaluu
¢ukcupyercss B akre 00 YHMUYTOKEHHHM HWH(POPMALKMU CO CHEMHOTO MAIIMHHOTO HOCHUTEIS
uHpOpMannu.

Perucrpanusi coobITHii

B TI'BJAOY  pgomkHa  OCYHIECTBIATBCS ~ pErHCTpallud  COOBITUH  O€30macHOCTH
Ha Bcex KoMmmoHeHTax wuHpopMmarmoHHbix cucteM [BAOY, B koTopeix o0OpabaThiBaeTCs
3amuinaeMasi ”H(opMaIusi.

AHTHBHPYCHAs 3a1UTA

B nensax oOHapyxkeHuss M ycTpaHeHUsT BpeIoHOCHBIX mporpamMm B ['BJIOY  nomxHbl
HCI0JIb30BAThCA CPEJICTBA AHTUBUPYCHOM 3aIIUTHI HH(DOPMALIHH.

OO0s13aTeIbBHOMY KOHTPOJIIFO CPEICTBOM AHTHBUPYCHOW 3allluThl HMH(OpMaLMU JOJKHA
noanexarb Jro0as wuHopmanus (TeKcToBble Gailnbl 00X ¢GopMaroB, ¢ailibl JaHHBIX,
ucnoyiHseMble (aiiiabl), mojydyaemass M IepegaBaemasl 10 JIOKAIbHOW BBIYMCIUTENIBHON CeTH
B TOM YHUCJIE€ U CETIM OOIIero MOJb30BaHUS, a Takxke HH(opmanus, XpaHHMas Ha CHEMHBIX
MalIMHHBIX HOCUTEISAX HHPOpMAIUH.

[Ipn ycraHoBKe MpOrpaMMHOIO oOOecreueHusi WIM €ero OOHOBJIEHHS Ha CEBEpHOE
o0opy/noBaHHE [JOJDKHA AaBTOMATHYECKHU BBINOJIHATHCS TMpeBapUTeIbHAas MpPOBEpKa JAHHOTO
MPOrpaMMHOTO 00€eciedeH s Ha OTCYTCTBHE BPEJOHOCHOTO MPOTPaMMHOI0 00eCIeUeHH .

Oo6HoBneHue 0a3 curHatyp JUisl CpeAcTBa AHTUBHPYCHON 3alIUThl MHGOPMAIUU JTOJLKHBI
OOHOBJIITHECA €XKEIHEBHO.

[Tonws3oBarenu 6e3 paB aAMUHHUCTpATopa nH(GOPMaIMOHHOU CHUCTEMBI
I'BIOY He m0DKHBI MMETh BO3MOXKHOCTH TOJYYEHHUS JOCTyNa K KOHGUTYpaluu aHTUBUPYCHOTO
CpEeZICTBA 3aLIUTHI JIA €r0 OTKIOYEHUSI.

KoHTpO/Ib 3211IMIIIEHHOCTH NIEPCOHAIBLHBIX JAHHBIX

B nmemsix uckitoueHuUs 3KCIUTyaTalluM YS3BUMOCTEH MPOrPaMMHOTO 00€CIeYeHHs JOJIKHBI
MPOBOAUTCS pabOThl MO BBHISBICHHUIO, AaHANU3y YA3BUMOCTEH HH(DOPMALIMOHHONW CHUCTEMBI
U OIEPATMBHOE YCTPAHEHHE BHOBb BBIABICHHBIX YsA3BUMOCTEW. B ToM umcie opranusanus
KOHTPOJISI YCTaHOBKM OOHOBJEHMSI MPOrPaMMHOTO OOECleYeHHUs] BKIIOYas CpPEICTB 3alllUThI
nHpopMaIuu.

Hcnosb30BaHue NPOrpaMMHOIO odecneyeHust

Brei6op mnporpammHoro obecrneueHust ais npousBojacTBeHHBIX HYxaA ['BJOY nomxen
MIPOU3BOJUTHCA B IMPUOPUTETE K OTEUYECTBEHHOMY, BHECEHHOTO B EJUHBIA peecTp pOCCHICKUX
MporpaMM JUIsl DJIEKTPOHHBIX BBIYMCIUTENBHBIX MAallMH U 0a3 JaHHBIX. B ciaydae oTcyrcTBUA
aHajora B EIMHOM peecTpe pOCCHMCKUX MpOrpaMM JUisl 3J€KTPOHHBIX BBIUMCIUTENBHBIX MAlllUH
u 0a3 JaHHBIX JOMYCKAeTCS HCIOJIb30BATh MPOTPAMMHOIO OOecleueHue HMIIOPTHOTO
IIPOU3BOJICTBA.

Hcnosb3oBanue cpeacTs Kpunrorpagpuyeckou 3aliuThl HH(pOpMALNH

Obecneuenne 3aUThl HHGQOPMAIMK OIPAaHUYEHHOIO JI0CTYIA OT PACKPBITUS, MOIU(PUKAILIIH
W HaBs3bIBaHMS (BBOJA JIOXKHOW HH(OpManmu) mpu ee mepenade (MOArOTOBKE K Iepenaye)
[0 KaHajaM CBS3M, MMEIOUIMM BBIXOJ 3a MpEAeibl KOHTPOJUPYEMOIl 30HBI oOecreyuBaeTcs
MIPUMEHEHHEM CPEJICTB KPUNITOrpauuecKoi 3auThl HHPOPMAIIHIH.

[Ipuobperenne  cpenctB  kpuntorpapuueckoi  3ammutel  uHpopmammu  [BJOY
OCYILIECTBJISIETCSI HA OCHOBAHUU JIOTOBOPOB M KOHTPAKTOB C JIMIAMH MMEIOLIUMH JIECHCTBYIOIIYIO
muuen3uio @Chb Poccunm Ha ocymiecTBiIeHHE JAEATENBHOCTH N0 pa3paboTKe, MPOU3BOJCTBY,
pacrpocTpaHeHUIo MHU(POBATIBHBIX (KPUNTOrpapUUECcKUX) CPEeNCTB, WH(POPMALMOHHBIX CHCTEM
U TEeNeKOMMYHHMKALIMOHHBIX CHCTEM, 3alllMIIEHHBIX C HCHOJb30BAHHEM IH(POBATBHBIX
(xpunTorpau4eckux) CpeaCcTB, BBIOJHEHHIO pabOT, OKa3aHUIO YCIyr B oOnacTH MmudpoBaHUS



nHpOpMAINY, TEXHUYECKOMY OOCITYXUBAHHIO MIH(PPOBATBHBIX (KPUNTOrpaUuecKux) CpeCTB,
MH(GOPMAIMOHHBIX CUCTEM U TEJIEKOMMYHHUKALMOHHBIX CHUCTEM, 3aIIMIICHHBIX C MCIOJIb30BAaHHUEM
m(pPOBaATBHBIX (KPUOTOTPAPHUECKUX) CPEACTB (32 HMCKIIOYEHHUEM CIIydasi, €CIM TEXHUYECKOe
oOciykuBanue MHUQPPOBATBHBIX (KpUNTOrpauuecKux) CpeAcTB, HH(POPMAIMOHHBIX CHUCTEM
U TEIEeKOMMYHHMKALMOHHBIX CHCTEM, 3allMIIEHHBIX C HCIOJIb30BAaHHEM MIH(PPOBAIBHBIX
(kpunTorpa4ecKux) CpPEACTB, OCYIIECTBISACTCS Ui OOECIeYeHHss COOCTBEHHBIX HYXKI
IOPUAMYECKOTO JIMIA WM UHIUBUAYAIBHOTO IPEIIPUHUMATES).

B memsax opraHmzanuu W oOecredyeHUHM Tepefadyd MHPOPMALWU 10 KaHajlaM CBS3H
C HCIOJB30BAHUEM CPEJICTB KPUNTOrpadUUecKo 3amMThl WHPOPMAIWHU, a TAKKE BBIOIHEHHUS
nuueH3uoHHblx  TpeboBanuit ®Chb Poccum B  I'BJIOY nomxen ObITh co3MaH  OpraH
KPUITOTpaprIECKON 3aIUTHI.

[Topranbabie pemenus ['BJAOY ¢ BO3MOXKHOCTBIO OCTyMa C ceTei oOIIero mMoJib30BaHUs
JOJKHBI B TPUOpPUTETE pa3palaThiBaThCsl ¢ OpraHU3alMed 3alldIIEHHOTO KaHala MOCPEeACTBOM
nporokosia TLS ¢ moaneprxkkoit aroputmos 'OCT 34.10.

Hcnonb3oBanue 31eKTPOHHOM NMOYTHI

DNeKTpoHHas MouTa JoJhkHa ucrnosb3oBaTthes B ['BJIOY ¢ menbio opranuszaiuum oOMeHa
AJIEKTPOHHBIMU ~ COOOIIEHUSIMU  MEXIy pabOTHUKaMM M CyObeKTaMH HH(OpPMallMOHHON
0€30MacHOCTH.

[Ipy mcronb30BaHNUU AEKTPOHHON MOYTHI 3aIIPENIACTCS:

oOMeH uHpopManmen 1 C1y>keOHOT0 MOJIb30BaHus, a Takke HHpopMaluel orpaHUI4eHHOTO
JIOCTYTIa;

MpeI0CTaBJICHUE JOCTYIA K 3JIEKTPOHHOM MOYTE C MCIOIb30BaHUEM JaHHBIX CBOEH Y4eTHOM
3aMKCy TPETHUM JIMIIAM;

MyOIUKaIMs CBOEro CIy)XeOHOTO ajpeca AJIEKTPOHHOW MOYTHI B AJIEKTPOHHBIX KaTaJlorax,
Ha TOMCKOBBIX MalllMHaX M JAPYruX pecypcax ceTu VHTepHeT B LesAX, HE CBS3aHHBIX C
HCIIOJIHEHUEM CBOUX JIOJDKHOCTHBIX 00s3aHHOCTEI;

MOAMMKCKA 0 JIEKTPOHHOM MOYTE Ha pa3IMYHbIE PEeKJIaMHBbIE MaTE€pHalbl, JUCTHI PACCHUIKH,
AIIEKTPOHHBIE XYpPHAJIbl M T.A., HE CBSI3aHHBIE C BBIOJHEHHWEM IMOJB30BATENEM JIOJKHOCTHBIX
0053aHHOCTEH;

OTKpBbITHE (3amycK Ha BbIMOJHEHUE) (ailyioB, MOMYYEHHBIX IO 3JIEKTPOHHOM TMOYTE
Win U3 pecypcoB cetn HHTepHer, 0Oe3 mpeaBapUTEIbHOM MPOBEPKU HUX aHTUBHUPYCHBIM
MIPOrPaMMHBIM O0ecTieueHUEM.

Pabora B ceTsix 00111€ro0 M0JIb30BAHUSA

I'BJIOY ocraBnseT 3a co0oi mMpaBo OJIOKUPOBATH WM OTPAHUYUBATH JIOCTYIl paOOTHUKAM K
CEeTsIM CBSI3U OOIIEro MoJIb30BaHMsI, B TOM 4Hciie ceTu MHTepHeT, coaepkaHue KOTOPhIX HE UMEeT
OTHOIICHUS K UCTIOJHEHHUIO JOJLKHOCTHBIX 00S3aHHOCTEH, a Takke K HH(OPMAILMOHHBIM pecypcam,
COJIep’)KaHWE M HAMpaBICHHOCTh KOTOPBIX 3allpelleHbl 3aKOHOJATeNbCTBOM  Poccuiickoit
Oenepanuu.

Nndopmanmss o mnocemaembix pabotHukamu ['BJIOY  uHbOpMalMOHHBIX pecypcoB
MPOTOKOJIUPYETCS sl TOCIEAYIONIero aHajliW3a M, OpU HEOOXOIUMOCTH, MOKET ObITh
MpEeACTABJIEHA PYKOBOJIUTENSAM CTPYKTYPHBIX NOApa3aeieHui, a Takxke pykoogurento ['bJIOY nns
KOHTPOJIAL.

IIpu ucnons3oBanuu cetu MHTEpHET 3anpeLIEHO:

ncnoab30Bath npegocrasieHHsii ['5/I0Y goctyn B ceth UHTEpHET B IMYHBIX LIETAX;

HCII0JIb30BAaTh HECAHKIIMOHUPOBAHHbBIE ITPOIPAMMHBIE U IIPOIPaMMHO-AINIapaTHBIE CPECTBA,
MTO3BOJISIFOIIME MOJIyYUTh HECAHKIIMOHUPOBAHHBIN HOCTYN K ceTH MHTepHET;

nyOJIMKOBaTh, 3arpykaThb M paclpoCTPaHATh MaTepUalbl COJAEpKaIlMe HEeIO0CTOBEPHYIO
unpopmanuto o 'bIOY, a Taxxke danbcupunuponats cBoii IP-agpec.

Pe3epBHOe KONMpPOBaHNeE U BOCCTAHOBJICHUE JAHHBIX

OcymiecTBiieHNE PE3EPBHOIO KOTMPOBAHUS JIOJDKHO OCYILIECTBIISTHCS AJIS:

uHpopmanuu oOpabaTeiBaeMoil Ha (aillloBOM cepBepe U cepBepe NPUIIOKEHUH,
MH(POPMALIMOHHOMN CUCTEMBI,

pabounx MeCT aJJMMHUCTPATOPOB HHPOPMALIMOHHOMN CUCTEMBI.



YacTtora M peXUM PE3epPBHOTO KONMUPOBAHUS YCTAHABIMBAIOTCSA TaKHUM 0O0pa3oM, YTOOBI
o0ecrneynTh MUHIMAJIBHYIO MIOTEPIO JAHHBIX U ONIEPATUBHOE BOCCTAHOBIJICHUE.

Hacrtpoiika pe3epBHOTO KONMHMPOBAaHUS W BOCCTAHOBJICHUS PECYpCOB HMH(DOPMAITMOHHBIX
cucreM I'B/IOY noskHBI TPOBOAUTH yIIOIHOMOYEHHbIE padoTHUKH [ BIOY.

PesepBHoe  KkomMpoBaHME JOJDKHO  OCYLIECTBJISTHCS B aBTOMATHYECKOM  PEXHUME
C TNPUMEHEHUEM OTEYECTBEHHOI'O CIIELMAIN3UPOBAHHOTO CpEACTBA PE3EPBHOTO KOMHUPOBAHUS
C JEHCTBYIOIIMM CEpTU(UKATOM COOTBETCTBUS N0 TpeOOBaHUSM 0€30MacHOCTH HH(POPMALUU
OCTIK Poccun.

6 OCHOBHBIE TPEBOBAHUS K ITPOLECCAM YIIPABJIEHUSA
WH®OPMAIIMOHHOM BE3OITACHOCTBIO

MonutopuHr HHpOPMaLIMOHHO 0€30MaCHOCTH

Ha mocTosiHHOM OCHOBE JOJKEH NPOBOAWUTHCS KOMIUIEKCHBIM aHanu3 (PyHKIIMOHMPOBAHUS
nH@opmarnmonnoit cuctemsl '6JI0Y 1 Bo3HUKaOMMUX cCOOBITHI HH(DOPMAITMOHHONW 0€3011aCHOCTH.

[Ipouiecc MOHUTOpPHHra CHUCTEMBI OOecredeHHs] MHPOPMAIMOHHON O0€30MacHOCTH JI0JIKEH
BKJIIOUaTh B €0 KOHTPOJIb OPTraHU3AlMOHHBIX M TEXHUYECKUX MEp MO 3allluTe HHPOpMAaIuH,
aHaJIM3 MapaMeTpoB KOHPUTYpalluu U HACTPOUKH CPEJICTB 3alUThl HH(OPMAaLIUH.

[Ipn mpoBeneHWH KOHTPOJIBHBIX MEPONPHSTHI, CBSI3aHHBIX C OLIEHKOM peanu3aluu Mep
no 3auute uHbopmanuu B ['BJIOY, ymonHoMoueHHble PaOOTHUKHU JOJDKHBI IMPHIEPKUBATHCS
CJIEIYIOLIUX IPUHIUIIOB!

He HapywmaTh QyHKIMoHHpoBaHue nestenbHocTd B0V,

JENCTBOBATh B COOTBETCTBUU C YTBEPKICHHBIMU OPraHU3alHOHHO-PACIIOPSAAUTEIBHBIMA
nokymentamu ['BJIOY no 3amure napopmanuu;

HE CKpBIBATh (DAKTHI BHISIBJICHHBIX COOBITHI MH(OPMAITMOHHOM O€30TIaCHOCTH;

0(QOPMIISATH OTUETHI, OATBEPHKAAIOLINE BBINOIHEHNE MEPONIPUATHIH MO 3aIUTe HH(POPMALIHH.

Wudopmanus, nNoaydeHHass B XOAE IPOBEAEHUS KOHTPOJMPYIOUIMX MEpPONPUATHH
O JEUCTBUSX, COOBITUAX M IIapaMeTpax, MMEIOIIMX OTHOUIEHHE K pealu3allud Mep IO 3alluTe
nHGOpMaLUY, JOJKHA KOHCOJIMIUPOBATbCA M XPAHUTHCS B MECTaX, MCKIIOYAIOIIMX IMOJIydeHHE
K HEW HECaHKIIMOHUPOBAHHOI'O IOCTYTIA.

MOHUTOPHUHT JIaHHBIX O 3apErMCTPUPOBAHHBIX COOBITUAX MH(OPMALMOHHON 0€30I1aCHOCTH
JOJDKEH MPOBOJIUTHCS, 10 BO3MOXKHOCTH, C MCIIOJIB30BAHMEM CHUCTEMBI MOHUTOPHMHIA MHIIMJECHTOB
MHGOPMALMOHHOM 0€30IaCHOCTH MJIM BCTPOECHHBIX MEXaHM3MOB HACTPOMKH U ayauTa COOBITUH
B IPOrpaMMHBIX M HPOrpaMMHO-alapaTHBIX CPEACTBAX, HCIOJIb3YeMbIX B HH(POPMALMOHHOM
undpacrpykrype 'BOYVY.

YupasjieHue pucKkamMu

OmnpeneneHne BHYTPEHHMX TpeOOBaHMI IO 3amuTe HMHGOpPMAIMHU, JOJKHBI OCHOBBIBATHCS
Ha pe3yibTaTax IPOBEJICHHs aHajiM3a PUCKOB HapYyLIEHHs OCHOBHBIX CBOWCTB 0€30IacHOCTH
g uadopmannoHHbIX pecypco I'BJIOY.

OCHOBOI1 OLIEHKH PUCKOB JIOJIKHA ObITh OLIEHKA YCIOBHUI U (PaKTOPOB, KOTOPbIE MOTYT CTaTh
PUYMHOMN HApYLIEHUS LIeIOCTHOCTH, KOH(PUICHIIMATBHOCTH U IOCTYITHOCTH JUIsl MH(POPMALTMOHHBIX
pecypcos I'b/IOV.

PesynpTaToM mpoBeAeHUs aHaAlW3a PUCKOB JIOJDKEH ObITh pa3pabOTaHHBIM KOMILJIEKC Mep,
HaIlpaBJICHHBIX HA CHWKCHHE BO3MOJKHOIO HETATUBHOIO BIIMSHHUSA Ha OCHOBHYIO IEATEIBHOCTH
I'BIOY npu peanuzanuu Toi UM HHON Yrpo3bl 0e30MacHOCTH HH(pOpMAIMK U 00eCcTIeYHBAIOIIUX B
JambHEeHIeM T0CTaTOYHbIN YPOBEHb 3alIMIEHHOCTH HHpopMannoHHsIx cucteMm I'BJIOVY.

YnpasieHue MHIMICHTAMH HHPOPMALHMOHHOI 0e30IaCHOCTH

Jns oGecriedeHus 3pPEeKTUBHOTO pa3pelieHUs MHIIMICHTOB MH()OPMAIIMOHHON 6€3011aCHOCTH
B ['b/IOY, MUHMMHU3aLIMU NIOTEPh U YMEHBIIEHUSI PUCKA BO3HUKHOBEHHS MOBTOPHBIX MHIUACHTOB
JIOJKHO OCYILECTBIIATHCS YIPABJICHNE HHIIMJCHTaMH UH(OPMAIIMOHHON 6€30MaCHOCTH.

Jns ynpaBieHHs MHLIUJCHTaMU HH(QOPMAIMOHHOW O€30MacHOCTH JIOJDKHA OBITh CO3JaHa
clly’k6a MOHUTOPUHIA M pearupoBaHUs HAa MHUUACHTH MHPOPMALMOHHONW 0€30MaCHOCTH, KOTOpas
MOCPE/ICTBOM KOMIUIEKCA CPEICTB M MEpONpPHIATUH a1 cOopa M KOHCONMMIAIMU WH(POpMAIUU
00 MHLMAEHTaX pellaeT JaHHyI0 3a/7ady. B OTHONIEHMM Ka)XJO0ro MpPOW3OLISAINIEr0 WHIMICHTA



pabOTHUKaMU H3 CIYXObl MOHHUTOPHHIAa M pPEAarupoBaHUS HA WHIHUACHTH WH(POPMALMOHHOM
0€30IMaCHOCTH JOJDKEH BBITIOJIHATHCS €ro aHalu3, U pa3paboTka 3(Q(GEKTUBHBIX MEP pearupoBaHUs
Ha JaHHBIN MHIUJEHT.

AyauT cuctemMbl odecriedyeHnsi HHPOPMaLMOHHOI 6€30I1aCHOCTH

B mensx onenku Tekyiero ypoBHs uHhopmanunonHoit 6ezonacaoctu ['BIOY Ha perynspHoit
OCHOBE JIOJDKEH MPOBOUTHCS ayAUT MHPOPMALIMOHHON 0€30acHOCTH.

BHyTpeHHue aynuThl JOJDKHBI BbINOJHATHCS paGoTHukamu ['BJIOY. B uymcino 3anauy,
pelaemMbIX IpH MPOBEACHUHN BHYTPEHHHUX ayUTOB HH(POPMAITMOHHON 0€30MaCHOCTH, BXOAT:

cOOp M aHAJIMW3 HUCXOJHBIX JIAHHBIX OO0 OpraHM3allMOHHONW M (PYHKIMOHAJIBHON CTPYKType
MH(GOPMAIIMOHHBIX CHCTEM, HEOOXOJMMBIX JIJIsl OLECHKH COCTOSHHSI CHCTEMBI 3aIllUThl HH(pOpMaIuy,

aHAJIU3 YTBEP)KICHHBIX OPraHU3allMOHHO-PACHOPSAUTEIbHBIX JIOKYMEHTOB II0 3allluTe
nH(pOpMallMK Ha MPEAMET UX MOJTHOTHI U A3PPEKTUBHOCTH, a Takke (GOpMUPOBaHHE PEKOMEHIAIINM
0 UX 10pabOTKe WK Pa3pabOTKH HOBBIX;

obocHOBaHME (UHAHCOBOM 3((HEKTUBHOCTH BHOBb MPHOOPETAEMBIX CPEACTB 3aILUTHI
nHpopmaluu;

MpOBEpKa TMPAaBUIBHOCTH BbIOOpa M HACTPOMKM CpPEACTB 3allUTHl  HMH(OpMaluu,
(hopMHpOBaHKE MPEATOKEHUHN IO UCIIOJIb30BAHUIO UMEIOIIMXCS CPEJCTB 3alUThl HH(OPMaLUU IS
TIOBBIIICHUST YPOBHS HAIEKHOCTH B O6e30macHocTr nHpopmarmoHHbx cuctem 'OV

aHaJIU3 OTYETOB [0 MPOU3OUIEAUINM HHUUJACHTaM HWHGOPMAIMOHHON 0e30MacHOCTH
Y IPUHSTHIM MepaM IO UX pa3pelieHuto.

IoBbImEeHNE 0CBEAOMJIEHHOCTH PAa0OTHUKOB

B pamkax opraHMzanuu = KOMIUJIEKCHOTO MPOTUBOJEHUCTBUS yrpo3aM 0O€30MacHOCTH
uHpopmauuu, ucxomdmuMm oT pabotHukoB ['BJIOY nomkHa MOCTOSHHO TOBBIIATHCA
MX OCBEJIOMJICHHOCTH B 00JIACTH 3aIUTHI HH(OPMAIIHH.

[ToBeimenue ocsegomiieHHOCTH paboTHUKOB ['B/IOY ocymecTrisercs:

no cymectByomuM B 'BJIOY oprannzaiimoHHO-pacnopsANTEILHBIM TOKYMEHTAM;

o mpuMmeHsieMbiM B ['B/IOY mepam 3anuTel nHGOpManny;

10 MPaBUIHLHOMY HMCIIOJIB30BAHUIO CPEJICTB 3aLIUThI HHPOPMAIUH.

7 3AKIIOYEHHUE

[Ipn wm3MeHeHWW ACUCTBYIOIMIETO 3aKoHOJaTenbcTBa Poccuiickoit denmepanuu B 00JgaCcTH
3amMThl MHPOpMAIUKM, a TaKXKe OPraHU3aIMOHHO-PACTIOPAIUTENbHBIX HoKymMeHTOB [B/IO0OY
Hacrosmas [lonuTuka M M3MEHEHUsT K HEW NPHUMEHSIOTCA B 4YacTH, HE IPOTUBOpEYAIlEl BHOBb
MPUHATBIM 3aKOHOJATENIbHBIM M MHBIM HOPMAaTHUBHBIM aKTaM, a TaKK€ BHYTPEHHUM JOKYMEHTaM
I'JOY.

Bce TpeGoBaHMs, yCTaHOBIIEHHBIE JACWCTBYIOIIMM 3aKOHOAATEILCTBOM  Poccuiickoii
®enepanny, MOJ3aKOHHBIMU aKTaMU M JIOTOBOPHBIMM OTHOLIEHUsAMH, a Takxke noaxon I'BJAOY
K 00ecreyeHn0 COOTBETCTBHUS 3TUM TPEOOBAHUSIM JIOJDKHBI OBITH SIBHBIM 00pa3oM OINpeesieHbI,
JOKYMEHTUPOBAHbI U MOJJICPKUBATHCS B AKTyAJIbHOM COCTOSIHUU.

I'BIOY B  OpPUOPUTETHOM  HANPABIEHUU  JOJDKEH  paccMaTpuBaThCsl  MEPEXO]l
a IpOrpaMMHOTO oOecreyeHne OTEYECTBEHHOTO MPOU3BOIUTENIS, BKIIOYEHHOTO B €UHBIA pEecTp
POCCHICKHX MPOrpaMM ISl 3JIEKTPOHHBIX BBIUMCIUTEIBHBIX MAIIUH U 0a3 JaHHBIX. B ToMm uucie
M0 YacTU CEPBEPHOT0, KOMMYTAIIMOHHOTO OOOpYIOBaHHS M MPOTpaMMHO-AINIMAapaTHBIX CPEICTB
BKJIFOYEHHBIX B EJMHBIN peecTp pOCCUNCKON pagrodI€KTPOHHON ITPOTYKLIUH.

[lepecMoTp W BHeceHME UW3MEHEHMH B HacTosmyro llonmuThky oOCyHIeCTBISIOTCS
Ha MEepUOINYECKON U BHEIJIAHOBOI OCHOBE.



8 CHHUCOK UCIIOJb30BAHHBIX HCTOYHHUKOB

1 ®enepanbusblii 3akoH ot 27.07.2006 Ne 149-®3 «O6 wuHbpopmanuu, WHGOPMAIMOHHBIX
TEXHOJIOTUSIX U O 3aIIUTE HHOOPMAIHHY.

2  ®epepanbublii 3ak0H 0T 06.04.2011 Ne 63-D3 «O06 351€KTPOHHON TOIITHUCKY.

3 Tocranosnenne IIpaBurensctBa Poccuiickoir ®enepammm ot 16.04.2012 Ne 313
«O06 yrBepxaeHun [loyoxeHNsI O TUIICH3UPOBAHUH JIEATEIFHOCTH 10 pa3padoTKe, MPOU3BOICTBY,
pacrpocTpaHeHHI0 MHU(PPOBATBHBIX (KpUOTOrpaQHUUECKHX) CPEACTB, MH(POPMAIMOHHBIX CHUCTEM
U TEIeKOMMYHHMKALIMOHHBIX ~CHUCTEM, 3alllMIICHHBIX C HCIOJB30BAaHHEM MIM(PPOBATIBHBIX
(xpunTorpau4ecKux) CpPeACTB, BBHIOJHEHHIO pabOT, OKa3aHUIO yCIyr B oOmacTh mmdpoBaHUS
nH(pOpMaLlUY, TEXHHUYECKOMY OOCIYKXMBAaHUIO MIM(PPOBAIbHBIX (KpUNTOrpapuuecKux) CpeaCTB,
MH(OPMALIMOHHBIX CUCTEM U TEJIEKOMMYHHKAIIMOHHBIX CHCTEM, 3alIUIEHHBIX C UCIOJIb30BAaHUEM
muppoBaIbHBIX (KpUNTOrpadUyecKux) CpeAcTB (3a HCKIIOYEHHEM Cllydas, €CIM TEXHMUYECKOe
oOcinyxuBaHue MUQPOBAIBHBIX (KpUNTOrpapUuecKuX) CpeAcCTB, HH(OPMALMOHHBIX CUCTEM
U TEJIEKOMMYHUKAIIMOHHBIX CHCTEM, 3alllMIIEHHbIX C MCIOJb30BAaHUEM IMIH(POBAIBHBIX
(kpunrorpauyecKknux) CpeAcTB, OCYIIECTBIAETCA s OOecreuyeHuss COOCTBEHHBIX HYK]
IOPUAMYECKOTO JIMIA WM UHIUBUAYAIBHOTO PEINTPUHUMATETS ).

4 TlocranoBnenue IIpaBurenbctBa Poccuiickoii ®emeparuu ot 01.11.2012 Ne 1119
«O06 yTBepkAeHUM TpeOOBaHMI K 3alllUTe TMEepCOHAIbHBIX MJaHHBIX MpU HUX o00padoTke
B MH(OPMAITMOHHBIX CHCTEMaX MEPCOHATBHBIX JAHHBIXY.

5 [Ipmkaz OAIICU or 13.06.2001 Ne 152 «OO6 yrBepxkaeHun HWHCTpyKIun
00 opraHuzanuu U oOecrieueHUU OE30MaCHOCTH XpaHEHHUs, 00pabOTKMU U Meperauyd Mo KaHajam
CBSI3M C HCIOJIb30BaHUEM CPEICTB KpHUNTOTrpaduiyeckoi 3amuThl HHOOPMALMKU C OTpaHUYEHHBIM
JIOCTYTIOM, HE COJEPIKAIllel CBEICHUH, COCTaBIIAIONINX TOCYIAPCTBEHHYIO TaltHY».

6 Ilpukaz @OCBH Poccum ot 09.02.2005 Ne 66 «OO6 yrBepxkaeHun IlomoxeHus
0 pa3paboTKe, MPOU3BOJICTBE, pEeATH3alliU U SKCIUTyaTalluu MU(POBaATBHBIX (KpUNITOTpahHIEeCKIX)
cpeacts 3anuthl nHGopMmarwn (ITonoxenune [TK3-2005)».

7 IIpukaz ®CTIK Poccum ot 11.02.2013 Ne 17 «O6 yTBep)acHUN TpeOOBAaHUN O 3aIUTE
nH(GOpMAITMU, HE COCTABIISIONICH TOCYJapCTBEHHYIO TalHY, COJACPKAIICHCS B TOCYIapCTBEHHBIX
MH()OPMALIMOHHBIX CUCTEMAX.

8 IIpuka3z ®CTIK Poccum ot 18.02.2013 Ne 21 «OO6 yTBEep>KJACHUU COCTaBa M COJICPKaHUS
OpPraHU3allMOHHBIX U TEXHUYECKMX Mep MO O0eCle4YeHUI0 0e30MaCHOCTH NEPCOHAIbHBIX JaHHBIX
pu ux o0paboTKe B MHPOPMALMOHHBIX CUCTEMAX NIEPCOHAIBHBIX JAHHBIX).

9 IIpuka3z ®Cb Poccuu ot 10.07.2014 Ne 378 «O06 yrBepkaenun CocTaBa U CoJepKaHUs
OpPraHU3allMOHHBIX U TEXHUYECKMX Mep MO O0eCle4YeHUI0 0e30MaCHOCTH NEPCOHAIbHBIX JaHHBIX
npu ux o0paboTke B MH(OPMALMOHHBIX CHCTEMaX IMEPCOHAIBHBIX JaHHBIX C HCIOJIb30BAHUEM
CpeAcTB  KpunTorpapuueckod 3amurbl HMHGOPMAIMM, HEOOXOTUMBIX JUIi  BBINOJHEHUS
ycraHoBieHHbIX [IpaBurensctBom Poccuiickoit denepanuu TpeGoBaHUM K 3allUTe MEPCOHATIBHBIX
JAHHBIX
JUISL KQXKJIOTO U3 YPOBHEH 3alIUIIICHHOCTHY.

10 TOCT P 51624-2000 «3amwura wuHpOpManMU. ABTOMATU3HUPOBAHHBIE CHUCTEMBI
B 3alUIIEHHOM HcnoiHeHuu. O01mue TpeCoBaHusD.

11 TOCT P 51898-2002 «Acnektsl 6e30nacHOCTH. [IpaBuiia BKIIIOUEHHS B CTaHAAPTHI.

12 TOCT P 50.1.056-2005 «Texnuueckass 3amurta HHGopMmanuu. OCHOBHBIE TEPMHUHBI
U OIIPENICTICHUSD).

13 T'OCT P UCO/M3K 27001-2006 «upopmarrionHass TeXHOJIOTHSA. MeTOobl U cpeAcTBa
6e3omacHocTH. CUCTEMbI MEHEeKMEHTa HH(OpMaMOHHON O6e30macHoCTH. TpeboBaHUs .

14 TOCT P 50922-2006 «3amuTa napopmaru. OCHOBHbIE TEPMHUHBI U ONIPEICTICHUD.

15 TOCT P 51275-2006 «3amurta uHpopmanuu. OObekT uH(popMaTH3auuu. DPaxkTOpBHI,
BO3/IeHCcTBYIOME HAa HHPopMaLuto. OOIIue MOI0KEHUS.

16 TOCT P UCO/MBK TO 13335-5-2006 «WHbopmarnrioHHass TEXHOJOTHS. MeTo bl
U cpencTBa obecriedeHus: OezomacHocTH. Yacth 5. PykoBOACTBO MO MEHEIKMEHTY 0€30MacHOCTH



CeTH.

17 TOCT P HCO/TO 13569-2007  «DuHaHCOBBIE  YCIYTH. Pexomennanuu
10 HHPOPMAITMOHHOM 0€30MTACHOCTI.

18 T'OCT P UCO/M3K 27005-2010 «MupopmManoHHas TeXHOJIOTHA. MeTo/bl U CpeicTBa
obecrieyeHns 6e30macHOCTH. MeHeKMEHT prcka HH(POPMAITMOHHOHN 0€301TacHOCTHY.

19 T'OCT P UCO/M3K 27004-2021 «MupopmanmronHas TeXHOJIOTHS. MeTOIbI U CpeicTBa
obecrieyennss OezomacHOCTH. MeEHEMKMEHT HH()OPMAIMOHHONW 0e30macHOCTH. MOHUTOPHHT,
OIICHKA 3aIIMIIICHHOCTH, aHAIN3 U OLICHUBAHHEY.

20 TOCT P 51897-2021 «MenemkMeHT prcka. TepMUHBI 1 OTIPEACTICHUSD.

21 TOCT P 52069.0-2013 «3ammura wuapopmanmu. Cucrema craHgaptoB. OCHOBHBIE
TIOJIOKEHHUSI.

22 Konnenmus MH(POPMAIMOHHOM 0e30macHOCTH WCTIOJTHATETBHBIX OpraHoB
rocynapcrBenHoi Bnactu Cankr-IlerepOypra ot 20.02.2023.
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